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Analysis of Network Traffic and Packet Data
The process of analyzing the network traffic and packet data in an organization is very crucial due to the information that it gives to the organization. Network traffic refers to the amount of data that is being passed across a particular network at a specific period (Lakhina et al., 2004). The frequency in which data passes will determine whether the network traffic can be referred to as either being high or low. Organizations need to analyze their network traffic to make it harder for hackers to extract information. The analysis of network traffic also assists the organizations in detecting the threats that may be there from external attackers and thus prevent them from stealing crucial information (Kamath & Witkowski, 2019). It is also important in assisting the organizations in checking for slow or failing systems that can bring a lot of losses to the companies. Network traffic flows in form of data packets that are transmitted from one point to another.
Packet Data
Network packet refers to the unit of data that is sent from one destination to another through the use of a packet-switched network (Jalan & Kamat, 2018). The packets sent consist of various types of information such as the source and destination of the information, protocols and identification, network addresses and sequencing information. Network packets are created when the devices on a specific network divide data into small pieces which allows the network to accommodate various bandwidths, multiple routes to a destination and also to retransmit pieces of data that could have been interrupted or lost (Kamath & Witkowski, 2019). Each piece that has been divided is what is referred to as a packet.
Packet switch network refers to the network that is used in carrying the packets of data from one point to another (Jalan & Kamat, 2018). This is a very critical aspect of the network traffic as it gives the data packets the mode of transmission in order for the information to reach the intended users. It is also useful in reducing the time taken in the transmission of data and also increase the rate of communication. There are two modes of packet switching that happens in the transmission of data packets. The first mode is referred to as the connectionless packet switching. In this mode of packet switching, the different packets contain a complete address or routing information that is critical in enabling the users to know of the source and destination of the data packet (Kamath & Witkowski, 2019). The data packets in this mode of packet switching are also routed or transmitted individually. The other mode of packet switching is the connection-oriented packet switching in which data packets are sent or transmitted sequentially over a route that has already been predefined (Kamath & Witkowski, 2019). This is different from the other mode that only focuses on transmitting the data packets individually.
Packet Capture
Packet capture can be referred to as the process of intercepting a data packet that is moving across a particular network (Merkey & Sparks, 2010). The captured data packet is then temporarily stored in order for it to be analyzed by the people capturing it. This is carried out by the selection of an interface that is to be used in the capture of the data packets. The person capturing the packets then clicks on the start button and stops at the point that he or she wants. The packet data are then stored in the default format that they are in for further analysis (Bicket & Chambers, 2019). There are four methods of data capture that can be used. These include the custom, threat, application and management interface capture.
Custom Packet Capture
This is a method of capture in which the firewall captures packets for all traffic depending on the parameters that you have selected (Bicket & Chambers, 2019). This can be done to capture packets of data from a specific source or destination. This is a more general form of capture and is useful in assessing the entire system to prevent the chances of attack and also enrich the traffic flow of the network system.
Threat Packet Capture
The firewall installed captures packets only when it detects a virus or a form of vulnerability to protect the system from being attacked (Mishra, Ghannadian & Fang, 2009). The capture method is enabled in order to protect the organization from the threats that they may face as a result of the activities of others. The virus is eliminated and thus the organization can protect its information system.
Application Packet Capture
This is a method of capture in which the data packets are captured as a result of being in a specific application that has been defined by the person doing the capturing (Merkey & Sparks, 2010). The applications are analyzed and one is selected for the data packet capture. This method of data packet capture is useful as it enables the organization to analyze the data that is present in their applications and thus eliminate any chances of an attack on these applications.
Management Interface Capture 
This is also another method of capture in which the packets that are on the management interface are captured (Merkey & Sparks, 2010). This is done by selecting the management interface that one wants and then proceeding to initiate the process of data capture. This form of data packet capture is useful when the organization needs to troubleshoot services that may be traversing the interface.
Why One Method Might be Chosen Over Another
[bookmark: _GoBack]The use of these capture methods depends on the need of the organization to assess a particular type of application of threat that the company may face (Merkey & Sparks, 2010). Therefore, one of the method may be chosen depending on the kind of issue that the management would wish to address. The threat capture method may only be used when the organization needs to identify the risk that the business may face as a result of viruses being on their traffic (Kamath & Witkowski, 2019). The threat capture method deals with this, and thus, it would be wise to choose the method over the other due to the benefits that it offers to the organization. The organization may also wish to check the traffic based on applications and thus would prefer to use the application method as opposed to the other methods.
OSI Model
The OSI model is an open system interconnections reference model that is used to a great extent when it comes to the issue of data packet capture. The OSI model is a useful model in the packet capture as it provides information on how a protocol suite works and provides different layers that are important in the process of packet capture (Santos & Marcillo, 2018). The layers in the OSI model perform different functions and are important in the transfer of data between different hosts. The model also assists in the end to end recovery and the control of the flow of data in the network traffic (Santos & Marcillo, 2018). The model acts as a reference model that is referred to establish how the applications communicate over a network.
Conclusion
Network traffic monitoring is critical for any organization as it assists them to be able to detect the instances of attacks that they may face and also enhances the performance of their information systems. The fact that the organization can check on the performance of their system means that they can ascertain if any issues may make the system to be slow and also prevent the system from failing (Kamath & Witkowski, 2019). This is likely to cause a lot of losses to the organization if it is allowed to proceed and thus it is important that organizations undertake this venture. The method of packet capture are useful as they assist the organization to identify areas where they may be having problems rather than conducting the whole check (Bicket & Chambers, 2019). They can use the different methods for different issues and this enhances the efficiency of the organization in tackling the various challenges that may be brought about as a result of the network traffic.
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